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Abstract

We developanovel approactto faceverificationbasedon the Error Correct-
ing Output Coding (ECOC)classifierdesignconcept.In the training phase
theclient setis repeatedlydividedinto two ECOCspecifiedsub-setgsuper
classesjo trainasetof binaryclassifiers Theoutputof theclassifieralefines
theECOCfeaturespacein whichit is easietto separatéransformegatterns
representinglientsandimpostors. The proposedmethodexhibits superior
verificationperformancen the well known XM2VTS datasetascompared
with previously reportedresults.

1 Intr oduction

In mary securityapplicationsnvolving persorauthenticationthelevel of securitycanbe
considerablyenhancedy meanshiometrics. Existing commercialsystemsare exploit-
ing a myriad of biometricmodalitiesincluding voice characteristicsyis scanandfinger
print. However, asa sourceof biometricinformation,the humanfaceplaysa particularly
importantrole asfacial images(photographshot only can easily be acquiredbut also
they corvey discriminatoryfeatureswhich areroutinely usedfor recognitionby humans
without the needfor specialisttraining. This opensthe possibility for a closehuman-
machinenteractionandcooperation.

Althoughaconsiderabl@rogreshasbeenmadeoverrecentyears faceverificationis
still a challengingtask. For this reasoroneof therecentparadigmshasbeento usemul-
tiple modalitiesto achieve robustnessandimproved performance.Typically, onewould
combinevoice andfacedata[2] to achieve betterverificationrates(lower falserejection
andfalseacceptanceates). However, the meritsof the combinationof othermodalities
includingfaceprofile, lip dynamicsand3D faceinformationto namebut afew have also
beeninvestigated Although the multimodalapproacthasbeendemonstratetb achieve
significantimprovementsthereis still the needto improve the performanceof the con-
stituentbiometricsubsystemso drive theerrorratesevenlower. Someadvancegecently
reportedn this contet include[9].

As an alternatve solutionto gain performancemprovements,attemptshave been
madeto combinethe outputsof several decisionmakingsystems.This approachdravs
on the resultsin multiple classifierfusion[10]. By combiningseveral opinionsonecan
reducethe errorvarianceof the outputsof theindividual expertsandachieve bettererror
rates.In [8] it wasshavn thatby combiningthe scoref severaldiversefaceverification
systemghe errorrate of the bestexpertcould be reducedby morethan42 %. However,
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suchad hoc designsof multiple expert systemsmay not necessarilyproducethe best
solutions.

In this papemwe proposeanovel methodfor designingnultiple expertfaceverification
systems. It is basedon the error correctingoutput codes(ECOC) approachdeveloped
for channelcoding. The basicideais to allocateadditionalbits over andabove the bits
requiredto codethe sourcemessageén orderto provide error correctingcapability In
the context of patternclassificationthe ideaimplies that eachclassis representedby a
more complex codethanthe corventionalcodeZ;; = 0, Vi # jandZ;; =1, @ = j.
Theimplementatiorof sucherrorresilientcoderequiresmorethanthe usualnumberof
classifiers.

The main difficulty in applyingthe ECOC classificationmethodto the problemof
faceverificationis thatverificationis atwo classproblemandECOCis suitedexclusively
to multiclassproblems.We overcomethis difficulty by proposinga two stagesolutionto
the verificationproblem. In thefirst stagewe view the verificationtaskasa recognition
problemanddevelopan ECOCdesignto generatelassspecificdiscriminantsin factwe
needonly the discriminantfor the classof the claimedidentity. In the secondstagewe
testthe hypothesighatthe generatedliscriminantis consistentvith the distributions of
responsefor the particularclient.

The proposedschemdeadsto an effective designwhich exhibits the attractive prop-
ertiesof ECOCclassifiersbut at the sametime it is applicableto the two classpersonal
identity verification problem. The designapproachhas beentestedon the XM2VTS
facedatabaseisingthe Lausanngorotocol. Thefalserejectionandfalseacceptanceates
achieredaresuperiorto the bestreportedresultson this databaséo date[14].

The paperis organisedasfollows. In Section2 we describehow faceimagesare
representedn Section3 we outlinetheError CorrectingOutputCodemethodandadapft
to theverificationproblem.Theresultsof theproposednethodobtainedonthe XM2VTS
facedatabasarereportedn Sectiond whichis followedby conclusionsn Section5.

2 Facelmage Representation

Normalisationor standardisatiors animportantstagein facerecognitionor verification.
Faceimagesdiffer in both shapeandintensity so shapealignment(geometricnormali-
sation)andintensitycorrection(photometricnormalisation)canimprove performancenf
the designedsystem. Our approachto geometricnormalisationhasbeenbasedon eye
position. Four parametersre computedfrom the eye coordinateqrotation,scalingand
translationin horizontaland vertical directions)to crop the facepart from the original
imageandscaleit to ary desiredresolution. Herewe use“manually localised”eye co-
ordinatesto eliminatethe dependeng of the experimentson processesvhich may lack
robustness.In this way, we canfocusour investigationon how the performancds af-
fectedby the methodologyof verificationandin particularby the ECOCtechnique.For
photometricnormalisatiorwe have usedhistogramequalisatiorasit hasexhibited better
performancen comparisorwith otherexisting methods[1P

Althoughit is possibleto usegray levelsdirectly, asdemonstrateéh earlierexperi-
ments[18, 15], normally featuresarefirst extracted. Thereare mary techniquesn the
patternrecognitionliteraturefor extracting and selectingeffective featuresthat provide
maximal classseparatiorin the featurespace[3]. Onepopularapproachs Linear Dis-
criminantAnalysis(LDA) whichis usedin our experiments We briefly review thetheory
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of LDA, andhow it is appliedto facerecognitionor verification. Furtherdetailsmay be

foundin [3, 1].
Givenasetof vectorsz;,i = 1,..., M, z; € RP, eachbelongingto oneof ¢ classes
{C1,C4,...,C.}, wecomputethe between-classcattematrix, Sg,
c
Sp = (ui— ) (i —p)" (1)
i=1

andwithin-classscattermatrix, Sy

Sw =Y Y (&x — p)(@r — pa)" )

1=1 2z, €C;

wherey is thegrandmeanandy; is the meanof classC;.
The objective of LDA is to find the transformatiormatrix, W,,, that maximiseshe

ratio of determinant VV“,/TT;@‘;VV” . Wopt is known to bethesolutionof thefollowing eigen-
valueproblem[3]:
SpW — SwWA =0 ®3)

whereA is a diagonalmatrix whoseelementsarethe eigervaluesof matrix S;VISB. The
columnvectorsw; (i = 1,...,c— 1) of matrix W arereferredto asfisherfacesn [1].

In high dimensionabproblems(e.qg. in the casewherexz; areimagesandD is ~ 10°)
Sw is almostalways singular sincethe numberof training samplesdM is muchsmaller
thanD. Therefore aninitial dimensionalityreductionmustbe appliedbeforesolvingthe
eigervalueproblemin (3). Commonly dimensionalityreductionis achievedby Principal
Componenfnalysis[20][1]; thefirst (M — c) eigenprojectionareusedto represenvec-
torsz;. Thedimensionalityreductionalsoallows Sy and.Sg to beefficiently calculated.
TheoptimallinearfeatureextractorW,,, is thendefinedas:

Wopt = Wlda * Wpca (4)

whereW,,, is the PCA projectionmatrix and W4, is the optimal projectionobtainedoy
maximising

|WTWI§’;GSWW,MW|
[WIWZL SgWpeaW|

pca

()

Wide = arg max
o g 1

3 ECOC Verification Method

Error-CorrectingOutputCoding (ECOC)is aninformationtheoreticconceptwhich sug-
geststhattheremay be advantagesn employing ECOCcodesto representifferentsig-
nalswhich shouldbe distinguishedrom eachotherafter being corruptedwhile passing
througha transmissiorchannel.Dietterichand Bakiri [4] suggesthat classificationcan
be modelledasatransmissiorchannekonsistingof “input features”,‘training samples”,
and“learning paradigm”. Classesare representedby codewords with large Hamming
distancebetweerary pair. ECOCis believedto improve performancéothby decompos-
ing the multi-classproblemaswell asby correctingerrorsin the decision-makingstage
[5]. Thebinaryvaluesin thecodeword matrixaredeterminedy thecodegeneratiorpro-

cedurejt is possibleto choosevaluesthatprovide a meaningfuldecompositior§19], but

595



usuallythereis no meaningattached>, 6, 21, 11]. Thereareafew methodgo find a set
of codewordswith a guaranteedninimum distancebetweenary pair, the mostpopular
beingthe BCH coded5, 17], whichwe usein our experiments.

To understandhe ECOCalgorithm,considera k x b codeword matrix Z (k is the
numberof classes)n whichthe k rows representodewords(labels),onefor eachclass.
In thetrainingphasefor eachcolumn,thepatternsarere-labelledaccordingo thebinary
values(*1s” and“0s”), therebydefiningtwo superclasses A binary classifieris trained
b times,oncefor eachcolumn. Eachpatterncannow betransformednto ECOCfeature
spaceby theb classifiersgiving avector

y=[y1,y2,-s]" (6)

in which y; is the real-valuedoutput of jth classifier In the test phase,the distance
betweerputputvectorandlabelfor eachclassis determinedy

b
Li=>|Zij -yl ()
j=1

anda patternis assignedo the classcorrespondingo the codeword having minimum
distanceo y.

In the caseof verification, the task is somavhat different. We wish to ascertain
whetherthe classifieroutputsarejointly consistenwith the claimedidentity. This could
be accomplishedby settinga thresholdon the distanceof the outputsfrom the client
code. However, the compoundcoderepresentan idealisedtarget, ratherthanthe real
distribution of theseoutputs. Thusmeasuringhe distancefrom the client codecould be
misleading especiallyin space®f high dimensionality

Onealternatve would beto adoptthecentoid of thejoint classifieroutputsto charac-
teriseeachclientandto measurehe consisteng of anew clientclaimfrom thisrepresen-
tation. Incidently, the useof centroidin the context of ECOCclassifierss alsoadwcated
in [7]. However, aswe have only a very smallnumberof training samplesthe estimated
centroidwould bevery unreliable.We proposedo represeneachclienti by asetY; of N
ECOCclassifieroutputvectorsi.e.

Y; ={ylll=1,2,..,N} (8)

where N is the numberof i — th client patternsavailablefor training. In orderto test
the hypothesighat the client claim is authenticwe adoptas a test statisticthe average
distancebetweervectory andtheelement®of setY;. Thedistancds measuredisingfirst

orderMinkowski metricratherthanEuclideanmetricin orderto achieve betterrobustnes

to outliersasin (7), i.e.
1 N b
diy) = 5 D2 D_Iv5 — il ©)
=1 j=1

wherey; is the jth binaryclassifieroutputfor thetestpattern,andyé- isthe jth classifier
outputfor thelth membeiof classi. Thedistancds checledagainsia decisionthreshold,
t. If thedistancads below thethresholdclient’s claimis acceptedptherwiset is rejected,
ie.

<t accept claim
>t reject claim

di(y){ (10)
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Notethatinsteadof measuringhe distancebetweenpoints,we could measurea be-
tweenpoint similarity which canbe expressedy a kernelfunctionthatassumes max-
imum whenthe distanceis zeroand monotonicallydecreasesasthe distanceincreases.
The designof the decisionfunction cannotinvolve ary training asthe numberof points
availableis extremelysmall. We simply useexponentialkernelswith fixedwidth o. The
centresdo not needto be explicitly determinecbecauseve used;(y) in the exponentof
the kernelto measuresimilarity of y to classi. We allocateonekernelper client anda
numberof kernelsfor eachimposter We measureherelative similaritiesof a testvector
to the claimedidentity andto theimpostorsas

da(y)

o2

ki(y) = Z Wq exp{— } (11)

whereindex « runsover all imposterkernelplacementandclient ¢, andtheweightsw,
areestimatedTheclient claimtestis carriedout asfollows:

> 0.5 accept clatm

Ei(y){ < 0.5 reject claim (12)

4 Experimentson XM2VTS Data Base

Theaim of theexperimentgeportedn this sectionis to evaluatethe proposedpproacho

personaldentity verificationandto comparethe resultswith otherverificationmethods.
We usethe XM2VTS facedatabaséor this purposeasit is known to be challengingand
severalresultsof experimentscarriedout accordingto aninternationallyagreedprotocol
usingotherverificationmethodsarereadilyavailablein theliterature.

4.1 Databaseand experimental protocol

The extendedM2VTS (XM2VTS) databaseontains295 subjects. The subjectswere
recordedn four separatesessionsuniformly distributedover a period of 5 months,and
within eachsessiora numberof shotsweretakenincluding both frontal-view androta-
tion sequencedn thefrontal-view sequencethe subjectseada specifictext (providing
synchronisedmageandspeectdata),andin therotationsequencethe headwasmoved
vertically andhorizontally(providing informationusefulfor 3D surfacemodellingof the
head).Furtherdetailsof this databaseanbefoundin [16]. *
Theexperimentaprotocol(known asLausannevaluationprotocol)providesaframe-
work within which the performancef vision-basedandspeech-baseg)ersonauthenti-
cationsystemsunningon theextendedVi2V TS databaseanbe measuredTheprotocol
assign=200clientsand95 impostors.Two shotsof eachsessiorfor eachsubjects frontal
or nearfrontalimagesareselectedo composdwo configurationsWe usedthefirst con-
figurationwhichis moredifficult asthereportedresultsshow [14]. In this configuration,
for eachclient thereare 3 training, 3 evaluationand 2 testimages. The impostorsetis
partitionedinto 25 evaluationand70 testimpostors.Within the protocol,the verification
performancds measuredising the falseacceptancend the falserejectionrates. The

Lhttp:/ivwweesurrey.ac.uk/Reseah/VSSP/xmiglb.html
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operatingpointwherethesetwo errorratesequaleachotheris typically referredto asthe
equalerrorratepoint. Detailsof thethis protocolcanbefoundin [13]. 2

4.2 Systemdescription

All imagesareprojectedto a lower dimensionafeaturespaceasdescribedn Section2,
sothateachpatternis representethy a vectorwith 199 elements.Thereare200clients,
sofrom the identificationviewpoint we arefacinga 200 classproblem. We usea BCH
equi-distantodescodeboolcontaining200 entries(compoundabels)511 bit long. The
codeswere generatedy meansof the over produceand selectstratgy. The Hamming
distancebetweenrary pair of labelsis 256 bits. The choiceof codeandthe advantage®f
equi-distantodesarediscussedn [21]).

For the verificationtask, the level-zeroclassifieris a Multi-Layer PerceptroMLP)
with onehiddenlayercontainingl 99inputnodes 35 hiddennodesandtwo outputnodes.
The Back-propagatioralgorithm with fixed learning rate, momentumand number of
epochds usedfor training. The dualoutputis mappedo avaluebetweerf0” and“1” to
give an estimationof probability of superclassmembershipFor theidentificationtask,
we usedan MLP with threehiddennodes.

As explainedin Section3, the outputsof the MLPs definean ECOCfeaturevector,
andfrom equation(9), d;(y) for theclaimedidentity is calculatedby averagingover re-
spectie classimages Both distanceandsimilarity basedulesfor combiningthe outputs
of the ECOCmultiple classifiershave beeninvestigated.Of the two decisionfunctions,
thedistancebaseduleistheonly onethatdepend®naparameterthedecisionthreshold,
thathasto beselected.

4.2.1 Distancebasedcombination

Normally onewould usethe evaluationsetdatato computethe Recever OperatingChar
acteristic(ROC) curve which plots the relationshipof falserejectionrateandfalseac-
ceptanceaateasa function of threshold.A suitablethresholdis thenselectedo achieve
the requiredbehaiour. For instance,one canspecify the thresholdthat delivers equal
falserejectionandfalseacceptanceates. The thresholdcanbe selectedor eachclient
separatelyor globally by averagingthe errorsover all theclients.

Oneof thedifficultiesencounteredvith our ECOCbasedapproactwasthatbecause
the level-zeroclassifierwas"too powerful”, the FR andFA errorson the evaluationset
werezerofor alargerangeof thresholdsIn suchcircumstancethe ROC curveis notvery
usefulin thresholdsetting. This problemwas circumventedby the following procedure.
Startingfrom ¢t = 0 we successiely increasedhethresholdn fixedstepso find thepoint
wherethe total error (the sumof FR andFA errors)is minimum. If the total errorwas
zerofor severalsuchincrementghe selecteahresholdwvould correspondo the point just
beforethetotal errorwould startrising.

Theresultsobtainedwith theaborethresholdselectiorproceduraisingtheevaluation
setdataaregivenin Tablel asafunctionof stepsize.As differentstepsizesterminatethe
thresholdselectiorproceduratdifferentdestinationgrom theimpostorsn theevaluation
setthetestsetperformancevaries.In table2 we reporterrorrateswhenseedsrom both
theevaluationandtraining setsareusedto setthethresholds Eventhoughgeneralisation

2http:/iwwwidiap.dh/~m2vts/Expementsikm2isdh protocoloctoberps
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searctstep | FR(EV) | FA (Ev) | FR(Ts) | FA(Ts)
.25 0 0 13.2500| 0.1078

2 0 0 10.5000| 0.1422

A 0 0 6.5000 | 0.2772

.05 0 0 5.2500 | 0.4130

.01 0 0 4.7500 | 0.6540
.005 0 0 47500 | 0.7111
.001 0 0 4.5000 | 0.7391

Tablel: Resultof verificationwhentheclientsin the evaluationsetareusedasseeds

hasimproved,it is not clearfrom the evaluationsetperformancenow to selectthe best
stepsize.Onepossibilityis to combinetheresultsfrom all stepsizes,andthefinal row of
table2 shows theresultof majority vote combination.

searctstep | FR(Ev) | FA(Ev) | FR(Ts) | FA(Ts)
2 0 0.065 6.75 .1676
A1 0 0 4.50 2174
.05 0 0 3.25 .3668
.01 0 0 1.25 .6495
.005 0 0 1.25 .7038
.001 0 0 1.25 .7482

| combining] 0 0 1.25 [ .6603 |

Table2: Resultof verificationwhentheclientsin the evaluationandtrainingsetsareused
asseeds

To demonstrat¢he effectivenesof ECOCwe reportin Table3 theresultof applying
the exhaustie searchmethoddirectly to the original 199 dimensionalfeaturevectors.
ComparingTables2 and3, the benefitsof mappingthe input dataontothe ECOCoutput
vectorsareclearlyvisible. Notealsothatin this casethe evaluationseterrorratesarenon
zero,i.e. the populationsof clientsandimpostorsareoverlapping.In this particularcase
the ROC curve couldhave beencomputecdbut we did not pursuethis particularschemeas
it wasclearlyinferior to the ECOCbasedapproach.

searctstep| FR(EV) | FA (Ev) | FR(Ts) | FA(Ts)
.25 1.67 0.89 16.75 | 1.105
2 0.83 1.07 15.25 | 1.144
.01 0.167 | 0.33 8.0 1.180
.005 0.167 | 0.31 8.0 1.239
.001 0.167 | 0.2925 | 8.0 1.310
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4.2.2 Kernel combination

Althoughthekernelcombinatiormethodrequiresnothresholdstherearedesignparame-
tersthatcanbevariedto controlthebehaiour of themethod.In particular we canchoose
differentwaysto represenimpostors.Eachof the 25 evaluationimpostorshas4 setsof
2 imagesasexplainedin Section5.1. Therefore asanalternatve to 25 centresaveraged
over4 setswe canchooses0 centresaveragedover 2 setsor 100 centresaveragecover 1
set. Theerrorratesfor 25, 50, 100impostorcentresalongwith the resultsof combining
by majority vote are showvn in Table4. In comparisorwith Table 2, thereis a different
trade-of betweerfalseacceptancandfalserejectionrates.

impostorcentres| FR(Ev) | FA(Ev) | FR(Ts) | FA(Ts)
25 0 0 0.7500 | 0.8833

50 0 0 0.5000 | 0.8786
100 0 0 0.7500 | 1.2455
| combining | 0 | 0 ]0.7500] 0.8596 |

Table4: Resultof verificationusingthe kernelscorewith differentnumberof centredor
theimpostors

4.3 Comparisonwith other methods

For comparisonwe areincluding the resultsobtainedusing threeother methodson the
samedatasetandwith the sameprotocol. The methodsusethe samerepresentationf
imagedatain termsof 199 fisherfacecoeficients. They employ threedifferentscores
for decisionmakingin this featurespace.In particular we usethe Euclideanmetric, s g,
Normalisedcorrelation,s, and Gradientmetric, s, asdetailedin [9]. Theresultsare
summarisedn Table5.

Score Evaluationset Testset

FR | FA | TE| FR | FA | TE
SE 7.83| 7.83| 15.66| 5.50| 7.35| 12.85
sy | 250 250| 5.00| 2.25|256| 4.81
so 1.74| 1.74| 3.48| 1.75| 1.70| 3.45

Table5: Performancef thethreebaselinamatchingscoreson manuallyregisteredmages

The resultsshov a numberof interestingfeatures. First of all, by comparingthe
Euclidearmetricperformancevith theproposedlistancel;(y) in Table3 it would appear
that the more robust metric usedin d;(y) combinedwith the multiple representatiomf
clientsmaybe moreeffective thanthe Euclideardistancebasedscore.Mostimportantly
all the ECOCbasedesultsaredecisvely superiorto the decisionmakingin the original
Fisherfacespace Finally, thecombinationof ECOCmultiple classifieroutputsby means
of the relative similarity scorein (12) appeardo yield slightly betterresultsthanusing
the distancebasedscored; (y). Theimplication of this finding and of the work reported
elsavhereis thatthe choiceof decision(score)functionplaysanextremelyimportantrole
in the designof verificationsystemsandshouldrecevve moreattentionin the future.
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5 Conclusion

We describeda novel approacho faceidentificationandverificationbasedon the Error
CorrectingOutput Coding (ECOC) classifierdesignconcept. In the proposedmethod,
during the training phasethe client setis repeatedlydivided into two ECOC specified
sub-setqsuperclasses}o train a setof binary classifiers. The outputof the classifiers
definesthe ECOC featurespace,in which it is easierto separatdransformedpatterns
representinglientsandimpostors.For the matchingscorecomputatiorwe investigated
two alternatves. Either we usethe first orderMinkowski distancein the ECOC feature
spaceor a kernelbasedsimilarity measure We arguedthatit wasmore effective to use
theactualratherthanthetargetresponsesf thetrainingsamplego represeneachclient
anddeviseda novel thresholdselectionmethodto separateauthenticprobeimagesfrom
impostors.The proposednethodwasshavn to exhibit superiorverificationperformance
onthewell known XM2VTS datasetascomparedvith previously reportedresults.
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