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Abstract

Wedevelopanovel approachto faceverificationbasedon theErrorCorrect-
ing OutputCoding(ECOC)classifierdesignconcept.In the training phase
theclient setis repeatedlydividedinto two ECOCspecifiedsub-sets(super-
classes)to trainasetof binaryclassifiers.Theoutputof theclassifiersdefines
theECOCfeaturespace,in whichit is easierto separatetransformedpatterns
representingclientsandimpostors.The proposedmethodexhibits superior
verificationperformanceon thewell known XM2VTS datasetascompared
with previously reportedresults.

1 Intr oduction

In many securityapplicationsinvolving personauthentication,thelevel of securitycanbe
considerablyenhancedby meansbiometrics. Existing commercialsystemsareexploit-
ing a myriadof biometricmodalitiesincludingvoicecharacteristics,iris scanandfinger
print. However, asa sourceof biometricinformation,thehumanfaceplaysa particularly
importantrole as facial images(photographs)not only caneasilybe acquiredbut also
they convey discriminatoryfeatureswhich areroutinelyusedfor recognitionby humans
without the needfor specialisttraining. This opensthe possibility for a closehuman-
machineinteractionandcooperation.

Althoughaconsiderableprogresshasbeenmadeoverrecentyears,faceverificationis
still a challengingtask.For this reasononeof therecentparadigmshasbeento usemul-
tiple modalitiesto achieve robustnessandimprovedperformance.Typically, onewould
combinevoiceandfacedata[2] to achieve betterverificationrates(lower falserejection
andfalseacceptancerates).However, themeritsof the combinationof othermodalities
includingfaceprofile, lip dynamicsand3D faceinformationto namebut a few havealso
beeninvestigated.Althoughthemultimodalapproachhasbeendemonstratedto achieve
significantimprovements,thereis still the needto improve the performanceof the con-
stituentbiometricsubsystemsto drive theerrorratesevenlower. Someadvancesrecently
reportedin thiscontext include[9].

As an alternative solution to gain performanceimprovements,attemptshave been
madeto combinethe outputsof severaldecisionmakingsystems.This approachdraws
on the resultsin multiple classifierfusion [10]. By combiningseveralopinionsonecan
reducetheerrorvarianceof theoutputsof theindividual expertsandachievebettererror
rates.In [8] it wasshown thatby combiningthescoresof severaldiversefaceverification
systemstheerrorrateof thebestexpertcouldbereducedby morethan42 %. However,
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suchad hoc designsof multiple expert systemsmay not necessarilyproducethe best
solutions.

In thispaperweproposeanovelmethodfor designingmultipleexpertfaceverification
systems.It is basedon the error correctingoutputcodes(ECOC)approachdeveloped
for channelcoding. The basicideais to allocateadditionalbits over andabove the bits
requiredto codethe sourcemessagein order to provide error correctingcapability. In
the context of patternclassificationthe idea implies that eachclassis representedby a
morecomplex codethanthe conventionalcode
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The implementationof sucherror resilientcoderequiresmorethantheusualnumberof
classifiers.

The main difficulty in applying the ECOCclassificationmethodto the problemof
faceverificationis thatverificationis a two classproblemandECOCis suitedexclusively
to multiclassproblems.We overcomethis difficulty by proposinga two stagesolutionto
theverificationproblem. In thefirst stagewe view theverificationtaskasa recognition
problemanddevelopanECOCdesignto generateclassspecificdiscriminants.In factwe
needonly the discriminantfor the classof the claimedidentity. In the secondstagewe
testthehypothesisthat the generateddiscriminantis consistentwith thedistributionsof
responsesfor theparticularclient.

Theproposedschemeleadsto aneffective designwhich exhibits theattractive prop-
ertiesof ECOCclassifiersbut at thesametime it is applicableto the two classpersonal
identity verification problem. The designapproachhasbeentestedon the XM2VTS
facedatabaseusingtheLausanneprotocol.Thefalserejectionandfalseacceptancerates
achievedaresuperiorto thebestreportedresultson this databaseto date[14].

The paperis organisedas follows. In Section2 we describehow faceimagesare
represented.In Section3 weoutlinetheErrorCorrectingOutputCodemethodandadaptit
to theverificationproblem.Theresultsof theproposedmethodobtainedontheXM2VTS
facedatabasearereportedin Section4 which is followedby conclusionsin Section5.

2 FaceImage Representation

Normalisationor standardisationis animportantstagein facerecognitionor verification.
Faceimagesdiffer in bothshapeandintensity, so shapealignment(geometricnormali-
sation)andintensitycorrection(photometricnormalisation)canimproveperformanceof
the designedsystem. Our approachto geometricnormalisationhasbeenbasedon eye
position. Four parametersarecomputedfrom the eye coordinates(rotation,scalingand
translationin horizontalandvertical directions)to crop the facepart from the original
imageandscaleit to any desiredresolution.Herewe use“manually localised”eye co-
ordinatesto eliminatethe dependency of the experimentson processeswhich may lack
robustness.In this way, we canfocusour investigationon how the performanceis af-
fectedby themethodologyof verificationandin particularby theECOCtechnique.For
photometricnormalisationwe haveusedhistogramequalisationasit hasexhibitedbetter
performancein comparisonwith otherexisting methods[12].

Although it is possibleto usegray levelsdirectly, asdemonstratedin earlierexperi-
ments[18, 15], normally featuresarefirst extracted. Therearemany techniquesin the
patternrecognitionliteraturefor extractingandselectingeffective featuresthat provide
maximalclassseparationin the featurespace[3]. Onepopularapproachis Linear Dis-
criminantAnalysis(LDA) which is usedin ourexperiments.We briefly review thetheory
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of LDA, andhow it is appliedto facerecognitionor verification. Furtherdetailsmaybe
foundin [3, 1].

Givena setof vectors������� �"!��$#%#%#%�'& , ����(*),+ , eachbelongingto oneof c classes-/.10 � .32 �$#%#$#4� .35$6 , we computethebetween-classscattermatrix, 798 ,
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whereA is thegrandmeanand A � is themeanof class
. � .

Theobjective of LDA is to find thetransformationmatrix, VXWZY4[ , thatmaximisesthe

ratioof determinants\ J^]
_a`:J \\ J ] _cbdJ \ . VeWIY4[ is known to bethesolutionof thefollowing eigen-
valueproblem[3]: 7 8 VfCg7 J V�h��ji (3)

where h is a diagonalmatrix whoseelementsaretheeigenvaluesof matrix 73k 0J 798 . The
columnvectors lm � ( �K�"!��$#%#%#%��n3C�! ) of matrix W arereferredto asfisherfacesin [1].

In high dimensionalproblems(e.g. in thecasewhere �o� areimagesand p is qr!$ics )7KJ is almostalwayssingular, sincethe numberof training samplesM is muchsmaller
thanD. Therefore,aninitial dimensionalityreductionmustbeappliedbeforesolvingthe
eigenvalueproblemin (3). Commonly, dimensionalityreductionis achievedby Principal
ComponentAnalysis[20][1]; thefirst ? &tC�n E eigenprojectionsareusedto representvec-
tors � � . Thedimensionalityreductionalsoallows 7 J and 7 8 to beefficiently calculated.
Theoptimallinearfeatureextractor VXWZY4[ is thendefinedas:

VXWZY4[��uVevxwUy{z|V}Y 5 y (4)

where V Y 5 y is thePCAprojectionmatrix and V vxwUy is theoptimalprojectionobtainedby
maximising V vxwUy �j~@�O�������J
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3 ECOC Verification Method

Error-CorrectingOutputCoding(ECOC)is aninformationtheoreticconceptwhich sug-
geststhat theremaybeadvantagesin employing ECOCcodesto representdifferentsig-
nalswhich shouldbe distinguishedfrom eachotherafterbeingcorruptedwhile passing
througha transmissionchannel.DietterichandBakiri [4] suggestthatclassificationcan
bemodelledasa transmissionchannelconsistingof “input features”,“training samples”,
and“learning paradigm”. Classesarerepresentedby codewords with large Hamming
distancebetweenany pair. ECOCis believedto improveperformancebothby decompos-
ing themulti-classproblemaswell asby correctingerrorsin thedecision-makingstage
[5]. Thebinaryvaluesin thecodewordmatrixaredeterminedby thecodegenerationpro-
cedure;it is possibleto choosevaluesthatprovide a meaningfuldecomposition[19], but
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usuallythereis no meaningattached[5, 6, 21, 11]. Therearea few methodsto find a set
of codewordswith a guaranteedminimumdistancebetweenany pair, themostpopular
beingtheBCH codes[5, 17], whichwe usein ourexperiments.

To understandthe ECOCalgorithm,considera ����� codeword matrix � ( � is the
numberof classes)in which the � rowsrepresentcodewords(labels),onefor eachclass.
In thetrainingphase,for eachcolumn,thepatternsarere-labelledaccordingto thebinary
values(“1s” and“0s”), therebydefiningtwo superclasses. A binaryclassifieris trained� times,oncefor eachcolumn.Eachpatterncannow betransformedinto ECOCfeature
spaceby the � classifiers,giving a vector� ��� �@���������%�>��� �c�I��� (6)

in which ��� is the real-valuedoutput of � th classifier. In the test phase,the distance
betweenoutputvectorandlabelfor eachclassis determinedby

��� � ����  � ¡ � � �{¢ � � ¡ (7)

anda patternis assignedto the classcorrespondingto the codeword having minimum
distanceto � .

In the caseof verification, the task is somewhat different. We wish to ascertain
whethertheclassifieroutputsarejointly consistentwith theclaimedidentity. This could
be accomplishedby settinga thresholdon the distanceof the outputsfrom the client
code. However, the compoundcoderepresentsan idealisedtarget, ratherthan the real
distribution of theseoutputs.Thusmeasuringthedistancefrom theclient codecouldbe
misleading,especiallyin spacesof high dimensionality.

Onealternativewouldbeto adoptthecentroid of thejoint classifieroutputsto charac-
teriseeachclientandto measuretheconsistency of anew clientclaimfrom this represen-
tation. Incidently, theuseof centroidin thecontext of ECOCclassifiersis alsoadvocated
in [7]. However, aswe have only a very smallnumberof trainingsamples,theestimated
centroidwouldbevery unreliable.We proposeto representeachclient £ by aset ¤ � of ¥
ECOCclassifieroutputvectors,i.e.

¤ � ��¦$� §� ¡ ¨ ��©c�'ª«�$���>�>� ¥�¬ (8)

where ¥ is the numberof £ ¢®­I¯ client patternsavailablefor training. In order to test
the hypothesisthat the client claim is authenticwe adoptasa teststatisticthe average
distancebetweenvector � andtheelementsof set ¤ � . Thedistanceis measuredusingfirst
orderMinkowski metricratherthanEuclideanmetricin orderto achievebetterrobustnes
to outliersasin (7), i.e. ° �'± � ²�� ©¥

³�
§   �

����  � ¡ � §� ¢ �/� ¡ (9)

where� � is the � ­I¯ binaryclassifieroutputfor thetestpattern,and � §� is the � ­I¯ classifier
outputfor the ¨ ­I¯ memberof class£ . Thedistanceis checkedagainstadecisionthreshold,­ . If thedistanceis below thethreshold,client’sclaimis accepted,otherwiseit is rejected,
i.e. ° ��± � ²´¦ µ ­ ¶¸·4·4¹'º�­�· ¨ ¶ £¼»½ ­ ¾�¹ � ¹O·%­¿· ¨ ¶ £¼» (10)
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Notethat insteadof measuringthedistancebetweenpoints,we couldmeasurea be-
tweenpoint similarity which canbeexpressedby a kernelfunctionthatassumesa max-
imum whenthe distanceis zeroandmonotonicallydecreasesasthe distanceincreases.
Thedesignof thedecisionfunctioncannotinvolve any trainingasthenumberof points
availableis extremelysmall. We simply useexponentialkernelswith fixedwidth À . The
centresdo not needto beexplicitly determinedbecausewe use Á@Â�ÃBÄ Å in theexponentof
the kernelto measuresimilarity of Ä to classÆ . We allocateonekernelper client anda
numberof kernelsfor eachimposter. We measuretherelativesimilaritiesof a testvector
to theclaimedidentity andto theimpostorsas

Ç Â'ÃGÄ Å�ÈÊÉ4ËÍÌ Ë{Î%Ï«ÐDÑcÒ Á Ë ÃGÄ ÅÀDÓÕÔ (11)

whereindex Ö runsoverall imposterkernelplacementsandclient Æ , andtheweights Ì Ë
areestimated.Theclient claim testis carriedoutasfollows:Ç Â'ÃGÄ Å Ñ ×ÙØ
ÚÜÛ Ý¸Þ4Þ4ß'àoá¿Þ%âBÝ Æ¼ãä Ø
ÚÜÛ å�ß´æ@ß/Þ4á¿Þ%âBÝ Æ¼ã (12)

4 Experimentson XM2VTS Data Base

Theaimof theexperimentsreportedin thissectionis to evaluatetheproposedapproachto
personalidentity verificationandto comparetheresultswith otherverificationmethods.
We usetheXM2VTS facedatabasefor this purposeasit is known to bechallengingand
severalresultsof experiments,carriedoutaccordingto aninternationallyagreedprotocol
usingotherverificationmethods,arereadilyavailablein theliterature.

4.1 Databaseand experimental protocol

The extendedM2VTS (XM2VTS) databasecontains295 subjects. The subjectswere
recordedin four separatesessionsuniformly distributedover a periodof 5 months,and
within eachsessiona numberof shotsweretaken including both frontal-view androta-
tion sequences.In thefrontal-view sequencesthesubjectsreada specifictext (providing
synchronisedimageandspeechdata),andin therotationsequencestheheadwasmoved
verticallyandhorizontally(providing informationusefulfor 3D surfacemodellingof the
head).Furtherdetailsof this databasecanbefoundin [16]. 1

Theexperimentalprotocol(knownasLausanneevaluationprotocol)providesaframe-
work within which theperformanceof vision-based(andspeech-based)personauthenti-
cationsystemsrunningon theextendedM2VTS databasecanbemeasured.Theprotocol
assigns200clientsand95 impostors.Two shotsof eachsessionfor eachsubject’s frontal
or nearfrontal imagesareselectedto composetwo configurations.We usedthefirst con-
figurationwhich is moredifficult asthereportedresultsshow [14]. In this configuration,
for eachclient thereare3 training, 3 evaluationand2 test images.The impostorsetis
partitionedinto 25 evaluationand70 testimpostors.Within theprotocol,theverification
performanceis measuredusing the falseacceptanceand the falserejectionrates. The

1http://www.ee.surrey.ac.uk/Research/VSSP/xm2fdb.html
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operatingpointwherethesetwo errorratesequaleachotheris typically referredto asthe
equalerrorratepoint. Detailsof thethis protocolcanbefoundin [13]. 2

4.2 Systemdescription

All imagesareprojectedto a lower dimensionalfeaturespaceasdescribedin Section2,
sothateachpatternis representedby a vectorwith 199elements.Thereare200clients,
so from the identificationviewpoint we arefacinga 200classproblem. We usea BCH
equi-distantcodescodebookcontaining200entries(compoundlabels)511bit long. The
codesweregeneratedby meansof the over produceandselectstrategy. The Hamming
distancebetweenany pair of labelsis 256bits. Thechoiceof codeandtheadvantagesof
equi-distantcodesarediscussedin [21]).

For theverificationtask,the level-zeroclassifieris a Multi-Layer Perceptron(MLP)
with onehiddenlayercontaining199inputnodes,35hiddennodesandtwo outputnodes.
The Back-propagationalgorithm with fixed learning rate, momentumand numberof
epochsis usedfor training.Thedualoutputis mappedto a valuebetween“0” and“1” to
give anestimationof probabilityof super-classmembership.For the identificationtask,
we usedanMLP with threehiddennodes.

As explainedin Section3, the outputsof the MLPs definean ECOCfeaturevector,
andfrom equation(9), ç@è'éGê ë for theclaimedidentity ì is calculatedby averagingover re-
spectiveclassimages.Bothdistanceandsimilarity basedrulesfor combiningtheoutputs
of theECOCmultiple classifiershave beeninvestigated.Of the two decisionfunctions,
thedistancebasedrule is theonly onethatdependsonaparameter, thedecisionthreshold,
thathasto beselected.

4.2.1 Distancebasedcombination

Normallyonewouldusetheevaluationsetdatato computetheReceiverOperatingChar-
acteristics(ROC) curve which plots the relationshipof falserejectionrateandfalseac-
ceptancerateasa functionof threshold.A suitablethresholdis thenselectedto achieve
the requiredbehaviour. For instance,onecanspecify the thresholdthat deliversequal
falserejectionandfalseacceptancerates. The thresholdcanbe selectedfor eachclient
separately, or globallyby averagingtheerrorsoverall theclients.

Oneof thedifficultiesencounteredwith our ECOCbasedapproachwasthatbecause
the level-zeroclassifierwas”too powerful”, the FR andFA errorson the evaluationset
werezerofor alargerangeof thresholds.In suchcircumstancestheROCcurveis notvery
usefulin thresholdsetting.This problemwascircumventedby thefollowing procedure.
Startingfrom í�îuï wesuccessively increasedthethresholdin fixedstepsto find thepoint
wherethe total error (the sumof FR andFA errors)is minimum. If the total error was
zerofor severalsuchincrementstheselectedthresholdwouldcorrespondto thepoint just
beforethetotalerrorwould startrising.

Theresultsobtainedwith theabovethresholdselectionprocedureusingtheevaluation
setdataaregivenin Table1 asafunctionof stepsize.As differentstepsizesterminatethe
thresholdselectionprocedureatdifferentdestinationsfromtheimpostorsin theevaluation
setthetestsetperformancevaries.In table2 we reporterrorrateswhenseedsfrom both
theevaluationandtrainingsetsareusedto setthethresholds.Eventhoughgeneralisation

2http://www.idiap.ch/ð m2vts/Experiments/xm2vtsdb protocol october.ps
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searchstep FR(Ev) FA (Ev) FR(Ts) FA(Ts)
.25 0 0 13.2500 0.1078
.2 0 0 10.5000 0.1422
.1 0 0 6.5000 0.2772
.05 0 0 5.2500 0.4130
.01 0 0 4.7500 0.6540
.005 0 0 4.7500 0.7111
.001 0 0 4.5000 0.7391

Table1: Resultof verificationwhentheclientsin theevaluationsetareusedasseeds

hasimproved,it is not clearfrom the evaluationsetperformancehow to selectthe best
stepsize.Onepossibilityis to combinetheresultsfrom all stepsizes,andthefinal row of
table2 shows theresultof majority votecombination.

searchstep FR(Ev) FA(Ev) FR(Ts) FA(Ts)
.2 0 0.065 6.75 .1676
.1 0 0 4.50 .2174
.05 0 0 3.25 .3668
.01 0 0 1.25 .6495
.005 0 0 1.25 .7038
.001 0 0 1.25 .7482

combining 0 0 1.25 .6603

Table2: Resultof verificationwhentheclientsin theevaluationandtrainingsetsareused
asseeds

To demonstratetheeffectivenessof ECOCwe reportin Table3 theresultof applying
the exhaustive searchmethoddirectly to the original 199 dimensionalfeaturevectors.
ComparingTables2 and3, thebenefitsof mappingtheinput dataontotheECOCoutput
vectorsareclearlyvisible. Notealsothatin thiscasetheevaluationseterrorratesarenon
zero,i.e. thepopulationsof clientsandimpostorsareoverlapping.In this particularcase
theROCcurvecouldhavebeencomputedbut wedid notpursuethisparticularschemeas
it wasclearlyinferior to theECOCbasedapproach.

searchstep FR(Ev) FA (Ev) FR(Ts) FA(Ts)
.25 1.67 0.89 16.75 1.105
.2 0.83 1.07 15.25 1.144
.01 0.167 0.33 8.0 1.180
.005 0.167 0.31 8.0 1.239
.001 0.167 0.2925 8.0 1.310

Table3: Resultof verificationin thefisherfacefeaturesspace
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4.2.2 Kernel combination

Althoughthekernelcombinationmethodrequiresnothresholds,therearedesignparame-
tersthatcanbevariedto controlthebehaviour of themethod.In particular, wecanchoose
differentwaysto representimpostors.Eachof the25 evaluationimpostorshas4 setsof
2 imagesasexplainedin Section5.1. Therefore,asanalternative to 25 centresaveraged
over4 setswe canchoose50 centresaveragedover2 setsor 100centresaveragedover1
set.Theerrorratesfor 25,50,100impostorcentres,alongwith theresultsof combining
by majority vote areshown in Table4. In comparisonwith Table2, thereis a different
trade-off betweenfalseacceptanceandfalserejectionrates.

impostorcentres FR(Ev) FA(Ev) FR(Ts) FA(Ts)
25 0 0 0.7500 0.8833
50 0 0 0.5000 0.8786
100 0 0 0.7500 1.2455

combining 0 0 0.7500 0.8596

Table4: Resultof verificationusingthekernelscorewith differentnumbersof centresfor
theimpostors

4.3 Comparison with other methods

For comparisonwe areincluding the resultsobtainedusingthreeothermethodson the
samedatasetandwith the sameprotocol. The methodsusethe samerepresentationof
imagedatain termsof ñ$òcò fisherfacecoefficients. They employ threedifferentscores
for decisionmakingin this featurespace.In particular, we usetheEuclideanmetric, ó/ô ,
Normalisedcorrelation,ó/õ , andGradientmetric, óOö , asdetailedin [9]. The resultsare
summarisedin Table5.

Score Evaluationset Testset
FR FA TE FR FA TEó ô 7.83 7.83 15.66 5.50 7.35 12.85ó õ 2.50 2.50 5.00 2.25 2.56 4.81ó ö 1.74 1.74 3.48 1.75 1.70 3.45

Table5: Performanceof thethreebaselinematchingscoresonmanuallyregisteredimages
The resultsshow a numberof interestingfeatures. First of all, by comparingthe

Euclideanmetricperformancewith theproposeddistance÷cø�ùGú û in Table3 it wouldappear
that the morerobust metric usedin ÷@ø�ùGú û combinedwith the multiple representationof
clientsmaybemoreeffective thantheEuclideandistancebasedscore.Most importantly,
all theECOCbasedresultsaredecisively superiorto thedecisionmakingin theoriginal
Fisherfacespace.Finally, thecombinationof ECOCmultipleclassifieroutputsby means
of the relative similarity scorein (12) appearsto yield slightly betterresultsthanusing
thedistancebasedscore÷ ø ùGú û . The implicationof this finding andof thework reported
elsewhereis thatthechoiceof decision(score)functionplaysanextremelyimportantrole
in thedesignof verificationsystemsandshouldreceivemoreattentionin thefuture.
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5 Conclusion

We describeda novel approachto faceidentificationandverificationbasedon theError
CorrectingOutputCoding(ECOC)classifierdesignconcept. In the proposedmethod,
during the training phasethe client set is repeatedlydivided into two ECOC specified
sub-sets(super-classes)to train a setof binary classifiers.The outputof the classifiers
definesthe ECOC featurespace,in which it is easierto separatetransformedpatterns
representingclientsandimpostors.For thematchingscorecomputationwe investigated
two alternatives. Eitherwe usethe first orderMinkowski distancein the ECOCfeature
spaceor a kernelbasedsimilarity measure.We arguedthat it wasmoreeffective to use
theactualratherthanthetargetresponsesof thetrainingsamplesto representeachclient
anddeviseda novel thresholdselectionmethodto separateauthenticprobeimagesfrom
impostors.Theproposedmethodwasshown to exhibit superiorverificationperformance
on thewell known XM2VTS datasetascomparedwith previously reportedresults.
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